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Device and Connectivity Security
e Hard drive & device storage wiping and disposal
e Encryption Protocols and Transport Layer Security
* Internal audit logging
¢ Device Firewalls & System security
e Peripherals security
¢ Anti-malware software

Secure Access
e Existing identification and authentication usage and preferences
e Pull Printing
* New, intelligent forms of identification and authentication
»  “Server-less” print
* Mobile print access and security

Software Security Solutions
¢ Digital Rights Management
e Dynamic Text Recognition and Redaction
e Encryption in transit and rest
¢ Document Tracking and Auditing Reporting
¢ Cloud security practices
e MFP/Doc Security as a Service

Printer Devices MFP Devices

O Brand

W Service & Support
M Ease of integration
M Ease of Use

M@ Price

W Speed

O Security

W Quality
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*  Brother: MFC-L6800DW & MFC-L6900DW
e Canon: iR ADV 8500/6500/C7500/C5500 Series
e HP: LJ Ent 700 color MFP M775z
e Konica Minolta:  bizhub 368, 458, 558, 658
e Lexmark: XC8160
e OKI: MC 770+ (FX757)
* Ricoh: MP 4054
e Samsung: MultiXpress x7600GX
e Sharp: MX-M754N
*  Toshiba:

e Xerox: WorkCentre: 7970
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Annual IT Budget Spend on IT Security
Annual IT Budget Spend on IT Security
Annual IT Budget Spend on Print/MFP Copier Security
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Annual IT Budget Spend on Print/MFP Copier Security
Responsibility for Security on Printers
Responsibility for Security on MFP Devices
Devices Managed Through Outsourcing Contract
Security Monitoring and Management included in Services Contract
Outsourcing Organization Used to Maintain Printer Security
Outsourcing Organization Used to Maintain MFP Security
Confidence in Organization’s Ability to Maintain Security
Experience of Security Breach
Type of Security Breach
Importance of Overall IT Security Controls (Total)
Importance of Overall IT Security Controls (Healthcare)
Importance of Overall IT Security Controls (Financial Services)
Importance of Overall IT Security Controls (Government)
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Organization Enforcement of Policies/Controls on Devices
Reasons for Not Enforcing Security Measures on Devices
Reasons for Not Enforcing Security Measures on Devices
Reasons for Not Enforcing Security Measures on Devices
Reasons for Not Enforcing Security Measures on Devices
Reasons for Not Enforcing Security Measures on Devices
Reasons for Not Enforcing Security Measures on Devices
Reasons for Not Enforcing Security Measures on Devices
Reasons for Not Enforcing Security Measures on Devices
Importance of Features when Procuring Devices (Rank 1) (Total)
Importance of Features when Procuring Devices (Rank 1) (Healthcare)
Importance of Features when Procuring Devices (Rank 1) (Financial Services)
Importance of Features when Procuring Devices (Rank 1) (Government)
Importance of Features when Procuring Devices (Rank 2) (Total)
Importance of Features when Procuring Devices (Rank 2) (Healthcare)
Importance of Features when Procuring Devices (Rank 2) (Financial Services)
Importance of Features when Procuring Devices (Rank 2) (Government)
Importance of Features when Procuring Devices (Rank 3) (Total)
Importance of Features when Procuring Devices (Rank 3) (Healthcare)
Importance of Features when Procuring Devices (Rank 3) (Financial Services)
Importance of Features when Procuring Devices (Rank 3) (Government)
Importance of Features when Procuring Devices (Rank 4) (Total)
Importance of Features when Procuring Devices (Rank 4) (Healthcare)
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Importance of Features when Procuring Devices (Rank 4) (Financial Services)
Importance of Features when Procuring Devices (Rank 4) (Government)
Importance of Features when Procuring Devices (Rank 5) (Total)
Importance of Features when Procuring Devices (Rank 5) (Healthcare)
Importance of Features when Procuring Devices (Rank 5) (Financial Services)
Importance of Features when Procuring Devices (Rank 5) (Government)
Importance of Features when Procuring Devices (Rank 6) (Total)
Importance of Features when Procuring Devices (Rank 6) (Healthcare)
Importance of Features when Procuring Devices (Rank 6) (Financial Services)
Importance of Features when Procuring Devices (Rank 6) (Government)
Importance of Features when Procuring Devices (Rank 7) (Total)
Importance of Features when Procuring Devices (Rank 7) (Healthcare)
Importance of Features when Procuring Devices (Rank 7) (Financial Services)
Importance of Features when Procuring Devices (Rank 7) (Government)
Importance of Features when Procuring Devices (Rank 8) (Total)
Importance of Features when Procuring Devices (Rank 8) (Healthcare)
Importance of Features when Procuring Devices (Rank 8) (Financial Services)
Importance of Features when Procuring Devices (Rank 8) (Government)
Device Security Features Used on Output Devices
Firmware Security Features Used on Output Devices
Network/Communications Security Features Used on Output Devices
Printer & MFP User Authentication Solutions & Secure Access Used
Printer & MFP Control of Administrative Features Used
Printer & MFP Automated Security Patch & Updates Used
Printer & MFP Data, Information, Document, Content Protection Used — Encrypted Hard Disk
Printer & MFP Vulnerability Detection Used
Printer & MFP Vulnerability Monitoring & Alerting Solutions - Intrusion Detection
Printer & MFP Software Application Altering Detection Used
Printer & MFP Security Decommissioning Policies Used
Secure Authentication Solutions Used
MFP Features Requiring Authentication to Access
Use of Document Security Solutions
Use of Document/Content Management and Collaboration Solutions
Use of Document/Content Management and Collaboration Solutions
Auditing of Shared Documents (Total)
Auditing of Shared Documents (Healthcare)
Auditing of Shared Documents (Financial Services)
Auditing of Shared Documents (Government)
Confidence in Organization’s Ability to Maintain Security
Security Services Provided by Printer/MFP Vendor
Likelihood of Recommending Printer/MFP \endor
Best Organization for Delivering Printer/MFP Security
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